Defect Report

Defect ID: crash_0x4a6_0x80007cc_write_error_null
Analysis: 3f871304...

Exit Reason: Write to unmapped memory: 0x0

Total Occurrences: 431

Run: 1ec793b3

Generated: 8/3/2026, 4:44:27 PM

Defect Summary

Peripheral: SPI3
Classification: Out-of-bounds Write (CWE-787)
Potential Impact: Code execution, Crash/DoS

Summary: An unsanitized packet length field received over SPI3 causes an out-of-bounds memory copy in
HAL_SPI_TxRxCpltCallback, corrupting global memory structures and resulting in a system crash.

Root Cause Analysis

Detailed Analysis

In HAL_SPI_TxRxCpltCallback (0x800520c), the firmware handles completion of an SPI transfer by extracting a 16-bit
payload length from the header of the received packet buffer rx_pkt at 0x24001800 without checking its upper bound. The
function then calls memcpy to copy the payload into rx_pkt_userspace at 0x24002000 using this unsanitized length
parameter.

int32_t HAL_SPI_TxRxCpltCallback(SPI_HandleTypeDef* hspi) { // 0x800520c

uint16_t length = (uint16_t)rx_pkt; // Unsanitized length from SPI3 packet header
memcpy(rx_pkt_userspace, &rx_pkt[4], length); // Out-of-bounds write past 0x24002000

When an attacker supplies a large length field (such as 0x8000), memcpy writes far past the end of the destination buffer
at 0x24002000, zeroing out adjacent global variables and internal data structures in RAM including the standard stream
structure fp at 0x24006b7c. Subsequent calls to __sfputc_r dereference fp->_p (now 0x0), causing an invalid memory
write and system crash.

Stack Trace
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Proof-of-Concept
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